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SURPRISE  AND  MASKIROVKA  IN  CONTEMPORARY  WAR 


The  Soviets  firmly  believe  that  the  nature,  means,  and 


potential  impact  of  surprise  arul  mask i ro vka  evolve  in  consonance 
with  changing  conditions  and  cV»anging  times.  This  conviction  is 
consistent  with,  if  not  an  inevit.able  product  of,  their 
(1  i  a  1  ef:  ♦  i  c,-a  1  view  of  history.  Changes  in  national  attitudes 
(political,  social)  and  mores,  although  difficult  to  measure,  are 
part  of  the  dialec?tical  process.  They  determine  impact  and 
influence  the  at.mosphere  in  which  surprise  and  mask  i  ro  vka  are 
employed.  More  easily  understood  is  the  effect  that  changing 
t.echnology  has  on  prospec^ts  of  achieving  surprise.  It  is  in  this 
area  that  the  potential  effects  of  mask i rovka ’ s  future  use  have 
been  most,  pronounced. 

The  i  n  t  rod  uc' t  i  on  of  new  weapons  systems,  nuclear  weapons, 
(U)mputer  technology,  and  a  wide  variety  of  technological 
innovations  has  confronted  military  planners  with  new  problems. 
Tht'  So\iet.s  (■(-‘rtainly  consider  pertinent,  to  the  modern  era  the 
basic  intfnit,  method,  technique,  and  perhaps  the  basic  principles 
of  surqjrise  and  jiiask  i  rovka  derived  from  a  study  of  experience.  * 
Then*'  basics  must,  however,  be  const.antl.v  and  carefully 
reconsidered  in  the  light  of  t  er-hno  1  og  i  cal  change,  to  ensure 
llicir  continued  appl  i  cal)!  1  i  t  y  in  contemporary  or  future  ivar  . 

Post  -war  wr-i  l  ings  had  indir'at.ed  that  thr*  Soviet  s  have  sought  to 
kc‘  [)  abreast,  of  I  hosf'  ehanges.  s  ,  ,  {  " 
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Ret'ent.  Soviet  v^/ritings  on  surprise  originate  from  Soviet 


r'esearch  on  the  nature  of 
particular  S.  P.  Ivanov’s 
So\i('t  military  theorists 
work  and  ha\(^  reached  the 


the  "initial  period  of  war",  in 
landmark  study  of  1974,  ^  Subsequent 
have  elaborated  upon  Ivanovo’s  seminal 
following  conclusions  regarding  the 


initial  period  of  war: 

the  tendency  for  the  massive  use  of  new 
means  of  armed  struggle  to  have  increasing 
impor-tance  in  the  initial  period  of  war. 


the  tendency  fcrr  the  results  of  the 
initial  period  to  have  increasing  influence 
over'  the  subsequent  course  of  hostilities. 


the  tendency  for-  the  sc;ale  of  military 
operations  to  increase. 


the  t.endenc.v  ff)r-  troth  sides  to  use 
surprise  as  the  most,  important  factor. 

the  tendency  for  the  initial  period  to 
shorten  as  a  result  of  improved  weaponry, 

the  tendenc:y  for  the  role  of  maneuver  to 
increase  in  i  mport.ance  .  ^ 

As  a  resvilt  of  Ivanov’s  and  other  theorists’  work,  the 
Sovie-ts  now  tiave  a  better  unde  rs  tanri  i  ng  of  tlie  nature  and  dangers 


of  the  initial  jrf  r- i  od  of  war  and  the  role  of  deception  in  it.  M. 


M  .  Kir 


1  an 


has 


The  exjrerience  of  the  Second  World  War  underscores 
the  t.endency  for-  the  initial  period  of  war  to  short.en. 

.  .  .  It  also  undersf’ores  the  tendency  for  an  increased 

scale  and  decisiveness  of  combat  operations,  and  the 
des  i  r-f>s  of  warring  sides  tf>  achiev'e  considerable 
results  in  t  lu'  initial  per-iod  of  war  in  order  to  be 
ablf'  to  (‘xereise  gri*ater  influence  over  the  future 
eou  rse  o  f  wa  r . 

From  the  experiences  of  earlier  wa  s,  it  is  clear 
that  up  to  this  time  no  one  has  fully  achieved  victory- 
over  the  enemy  in  t  tie  initial  period.  However,  the 
presence  of  nuclear  wr-apons  and  large  groupings  of 

*. 
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armed  forces  located  in  a  high  state  of  readiness,  in 
the  ^•ase  of  their  surprise  use  at  the  present  time,  as 
in  no  earl  ier-  t  i  nu' ,  permits  one  to  achieve  in  the  very 
bf'g  inning  of  war  those  results  whi(jh  have  a  decisive 
influence  on  the  course  and  e\en  outcome  of  uar .  * 

Ha\ing  studied  the  changing  nature  of  war  in  its  initial 

phase's,  Kir’yati  pondera><l  the  role  of  surprise  in  this  new  context 

and  noted  that  nuclt'ar'  weapons  could  be  used  either  at  the 

beginning  or-  during  tdie  course  of  a  war.  Whether-  or  not  such 

weapons  wer-e  usf'd: 

The  aggressor  will  t  r->  t  f)  unleash  war  by  surprise.  In 
this  rtrgard  the  development  tj  f  the  means  for  achieving 
strategic-  surprise  is  allc)tl»:Ml  c'xcept  i  ona  1  1  y  great 
at  tent  ion.  Tire  exper  i  f'nirc'  of  war  has  demcrris  t  ra  i  ed  that 
the  aggresscjt-,  uni  clashing  war  by  surprise,  usual  ly 
ac'hieves  c'ons  i  de  raV)  1  e  success.  ^ 

K  i  r- ’  van  ciualified  this  st.atement  by  noting  elsewhere  that,;  "The 
dc' VC' 1  o[imc'n t  of  the  technic'al  means  of  reconnaissance  [such  as 
rad  i  o-e  1  c'c  t  ron  i  c' 1  makes  the  achievement  c-)f  surpr-se  difficult  ."® 
Consequf'nt  1  \- ,  hc'  emphasized  the  impoi'tance  of  careful  planning 
and  t'Xf'c-u  t.  i  on  of  mask  i  rovka  measures  to  capitalize^  on  surprise  at 
all  levcrls  of  war.  Other  writers  have  noted  that  the  growing 
cr;mi)  1  ex  i  t.y  ancl  number  of  c-ollect  ion  means  have  pi-oduc;ed  a 
vc'ri  table  flood  of  informatiem  whic'h,  if  not  processed 
c- f  f  i  c  i  en  1 1  y  ,  can  itself  cause  confusion  and  contribute  to 
d  ece  p  t  ion. 

Thi'or-(,' t  i  cal  discussions  concer-ning  the  nature  of  war  have 
i  n  t.c'ns  i  f  i  ed  Soviet,  cejneern  for  decu-pt,  ion  and  deepened  Soviet, 
understanding  of  t,hc'  import  anc;e  and  complexity  of  mask  i  rovka 
measur-f!s  n  c'c  c' s  s  a  i- to  achic'vc'  the  crit.ical  elemc^nt  of  surpr'ise  i  ri 
wa  r-  . 
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Contemporary  Soviet  theorists  accord  surprise  a  dominant 
position  in  the  litany  of  the  principals  of  war,  describing  it 
as:  "unexpected  action  which  leads  to  the  achievement  of  success 

in  battle,  operations  and  war.""  .Surprise,  an  exploitable  and 
potentially  decisive  factor  at  all  levels  of  war,  "consists  of 
the  selection  of  time,  methods,  and  means  of  combat  actions  which 
permit  the  delivery  of  a  blow  when  the  enemy  is  least  prepared  to 
repulse  it  in  order  to  paralyze  his  will  for  organized 
resistance."®  Surprise  accords  a  force  an  advantage  which,  along 
with  the  exploitation  of  other  factors,  can  produce  victory.  The 
stated  prerequisites  for  achieving  surprise  today  echo  earlier 
prescriptions  for  success.  Specifically,  surprise  is  achieved 
by  : 

misleading  the  enemy  as  to  one’s  intentions 
[ d i s i nf  o  rma t i on ] 

ma intaining  the  secrecy  of  one ’ s  own  plans 

hiding  combat  preparations 

the  use  of  new  weapons,  t.echniques,  and  forms  of  combat 

correct  choice  of  the  direction  of  the  main  blow  and 
correct  timing  for  its  delivery 

unexpected  air,  artillery,  and  armor  attacks  and  the 
surprise  use  of  all  types  of  forces 

rapid  maneuver  and  the  decisive  actions  that 
forestall  enemy  response  and  countermeasures 

conduf;t  of  fraudulent  actions  and  deception 
[dummies,  false  installations,  etc.) 

skillful  use  of  terrain,  weather,  time  of  year,  and 
season . ® 

Mask  i  rovka ,  in  it.s  broadest  definition,  directly  applies  t.o  five 
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of  these  nine  prescribed  measures  and  tangentially  affects  the 
succ'ess  of  all.  The  tone  of  these  means  remains  markedly 
('onven  t  i  ona  1  and  traditional. 

Ttie  Soviets  c  i  t,e  three  prerequisites  for  the  conduct  of 
succf'ssfu]  mask  i  ro\  ka  and  the  achievement  of  surprise.  First, 
planning  secrecy  is  essf;ntial  and  particularly  challenging,  since 
time  constraints  on  contemporary  operations  rule  out  reliance  on 
the  f  i  me  c'onsuming  process  of  sequential  planning.  Today  most 
offensive  planning  must  be  simultaneous,  making  secrecy  and 
control  of  i  nformat  i  <jn  more  ci-itical.  To  this  end,  the  Soviets 
rely  niorf‘  heavily  on  automation  of  planning  and  command  and 
control.  Second,  as  in  the  past,  successful  offensive  action 
recjoires  secret  assembly  and  con<;en  t  rat  i  on  of  forces  and  masking 
of  main  attack  directions.  Last,  in  a  period  of  increased  weapon 
lethality  (non-nuclear  as  well  as  nuclear)  mask i ro vka  measures 
are  necessary  to  assure  reasonable  survivability  of  forces,  prior 
to  and  during  combat. 

To  achieve  these  prerequisites,  Soviet  theorists  recommend 
enip  1  (>yiiien  t  of  a  variety  of  comba  t  -  tes  ted  means.  Communications 
discipline  c'ont,  r  i  butes  to  planning  security  and  secrecy  during 
th('  ojjerat.ion,  and  also  provides  a  basis  for  communications 
il(e'e{)t  ion  firicjr  t,o  and  during  the  operation.  The  nature  of 
comman<l  and  c-ontrol  structures  should  also  be  c^oncealed  before 
and  during  war.'®  This  requires  masking  the  initial  organization 
of  attar-king  forces,  providing  sec;urity  tjf  command  and  control 
posts,  and  concealing  leg  ro\if)nien  t  of  forties  during  an  oj)erat,ion. 
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Skillful  use  of  demonstrations,  simulations,  and  diversionary 
attac’ks  on  false  and  seoondary  directions  are  essential  to 
confuse  ent'my  i  nl,e  1  1  igencf^  regarding  the  real  attack  sector. 

Disinformation  of  all  types  provides  the  atmosphere  for 
successful  de'.e  1  opment  of  the  mask  i  rovka  plan  at  all  levels. 

D  i  s  i  n  f  o  I'lna  I  i  tin  shoul<3  play  on  enemy  preconceptions  of  one’s  own 
force,  methcjds  ijf  attack,  and  offensive  intentions.  In  general, 
d  1  s  i  ti  format  i  on  affects  the  ere^mx-  psychologically  and  conditions 
ti  i  fii  in  an  t  i  <•’ i  pat  i  on  to  being  surf.-rised,  as  the  Egyptians 
demonstrated  in  1973.  In  particular,  disinformation  in  service 
of  a  specific  plan  can  hf^lp  conceal  intent,  timing,  location,  and 
t.he  scale  of  an  offensive. 

In  a  {rractical  contemporary  sense  these  judgments  translate 
into  a  wide  range  of  mask  i  rovka  pract,ices  the  Soviets  are  likely 
to  em{jlo>  prior  to  or  during  any  futiire  conflict.  The  Soviets 
have  alvvays  been  adroit  at  the  game  of  polit.icai  deception, 

(ja  r' t  i  cu  1  ai’ 1  y  the  usr-  of  disinformation  t.o  exact  political  gains. 
In  a  potential  nuclear  c'ontext,  the  political  aspect  assumes 
gra'ater  importance,  esper^ially  against  an  opposing  coalition 
wh<jsf'  nif.'mbers  lack  a  definite  ccrnsensus.  Pre-war  deception 
eff(jrt,s  will  include  sophist  ic'ated  political  efforts  to  creat.e 
false  impressions  regarding  Soviet  intent,  to  exploit,  dissension 
Vv  i  t.h  i  n  the  opf)r)s  i  t  ion,  and  t  rr  weaken  the  opposing  coalitiori. 

These  measures  will  (-ontinue  into  the  initial  stages  of  war. 
Soviet  f)rf'-hos  t  i  1  i  t  y  fc;rce  positiorring  and  self'ction  of  military 
ob.jfa- 1  i  V  es  will  also  seek  to  divifle  their  enemies  })o  1  i  t  i  c;a  1  1  y  ,  as 
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well  as  ultimately  defeat  them  militarily. 

The  Soviets  will  exploit  enemy  stereotypes  regarding  their 
likely  manner  of  initiating  hostilities  by  encouraging  their 
enemy  to  believe  that  full  mobilization  of  the  massive  Soviet 
military  and  economic  structur-e  for-  war  is  necessary  and  will 
reqiiire  an  extensive  time  period,  during  which  any  opponent  can 
marshal  adequate  defensive  forces.  Meanwliile  the  Soviets 
continue  to  streamline  their  warmaking  machinery  and  prepare  for 
rapid,  paralyzing  initial  operations  which  seek  to  den>-  the  enemy 
the  will,  if  not  the  means,  to  resist.  In  this  regard,  the 
Soviets  have  drawn  heavily  on  those  experiences  that  involved 
surprise,  surgical  strikes  which  either  accomplished  or  came  near 
to  accomplishing  the  desired  goal:  (the  low  countries,  1940; 
Russia,  1941;  Vist,ul  a-Oder ,  1945;  Manchuria,  1945).  As  they  did 
in  1939  against  Japan  and  against  Germany  and  Japan  in  1944  and 
1945,  the  Soviets  will  encourage  and  exploit  enemy  stereotypes 
regarding  how  they  operate  in  war  and  will  seek  to  take  advantage 
of  those  stereotypes  to  surprise  and  gain  advantage  over  their 
opponent . 

The  Soviets  continue  to  recommend  use  of  new  operational  and 
tactical  methods  not  anticipated  by  the  enemy.  Such  methods 
c-apitalize  on  enemy  m  i  sconcept,  i  ons  and  stereotypical  views  of  the 
Soviets  and  imply  thorough  study  by  the  Soviets  of  how  their 
opponents  view  them.  In  a  specific  sense,  the  Soviet  approach 
requires  crareful  study  of  techniques  suited  to  each  and  every 
offensivf?  situation  and  selection  f)f  thf)se  which  are  both  useful 
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and  unconventional  (such  as  Soviet  exploitation  of  the  Japanese 
stereotypical  view  of  the  Soviets  in  the  Manchurian  operation). 

The  ever-present  threat  of  resort  to  nuclear  weapons  has 
c'(jni{)e  1 1  ed  the  Soviets  to  re-address  the  nature  of  deception  prior 
to  and  (luring  the  init.ial  period  of  war.  This  means,  in 
particular,  the  use  of  measures  to  lessen  the  importance  of 
traditional  indicators  of  impending  war,  particularly 
mobilization.  In  the  Soviet  view,  mobilization  means  war,  almost 
in  the  sense  that  it  did  in  1914.  Therefore,  they  have  examined 
measure's  to  prepare  forces  for  war  without  resort  to  large-scale 
preliminary  mcjbi  1  i  zat  i  on  .  These  measures  include  provision  for 
rapid,  secret,,  selective  f)rf?-war  mobilization  using  a  variety  of 
new  technical  means  to  reinforce  forward-deployed  forces, 
iru'luding  air,  tank  transporters,  or  more  imaginative  use  of  rail 
nets.  '  ‘ 

Otiservat  ion  of  NATO  practices  indicates  the  potential  for 
forward  stocking  of  unit,  equipment  that  can  be  quic'kly  manned  in 
a  i)r'e-war  pericTd  V)y  hastily  and  secretly  transp(;rted  forc'es  . 

This  tectinique,  cc^mbined  with  a  Soviet  propensity  for  retaining 
older'  r-quipment  in  theater  after  its  i-eplacement  with  newer 
vt^r'sicnis,  [rro'.ides  but  one  means  for  avoiding  the  massive 
mo'^v  f^nu!  n  t  of  manpower  and  equipment  forward  cjn  the  e\e  of  war. 

The  Smiet  system,  often  used  in  t.he  past,  to  gr'nerat.f?  new  units 
frcaii  (!xi  sting  units  b.y  use  of  pre-pos  i  t  i  oned  cadre  and  weairons, 
can  also  marginally  increase  forward  deployed  forces  without, 
r-t'sort  to  f;lassic  mobilization  and  massive  movrjmr'nts.  High 
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peat'Ht.ime  manning  levels  within  major  headquarters  can  similarly 
provide  req\jired  headquarters  personnel  for  newly  cr-eated  major 
headcpiar  te  rs  to  c'ommand  and  c-ont  rol  the  expanded  wartime  force. 

All  of  these  measures  can  generate  requisite  Soviet  force 
s  u{)e  r  i  o  r  i  t  i  (*s  at  the  desired  times  and  places  during  in  the 
init  ial  period  of  war,  particularly  in  a  war  begun  after  only 
1  imiti'd  prepar-ation  time.  Tn  this  regard,  the  Soviets  have 
('oni'luded  that  to  achieve  the  recjuired  force  superiority  it  is 
gt-nerally  necessary  to  itK'r(^ase  initial  wartime  force  levels  by 
be'tween  SO  and  100  percent  before  hostilities  and  to  mask  at 
least.  SO  jjercf.-nt,  of  that  increase.  As  preparation  t  imes 

dec'rease,  this  reinforcement  requirement  also  proportionality 
dfM'  I'f'ases  . 

The  Soviets  have  long  understood  the  necessity  for  masking 
a(d,ual  wai'time  force  configurations,  as  well  as  strength.  Hence, 
it  is  likely  that  the  peacetime  structure  serves  both 
adm  i  n  i  s  t  ra  t.  i  ve  functions  and  the  functioii  of  mask  i  rovka  .  By 
shifting  force  subordination  on  a  geographical  and  functional 
basis,  a  more  useful  and  streamlined  wartime  organization  will 
cmer-ge.  This  organization  will  be  somewhat,  larger  than  its 
{)eacet  ime  pr'edecessor  and  will  be  tailored  to  conduct  wartime 
'  )[)e  ra  t.  i  ons  in  coni^ert,  with  .Soviet,  views  on  the  nature  of  initial 
offensive  operaticjns. 

The  re(}u  i  rement  s  of  wartime  mask  i  rovka  dictat.e  that  the 
peacetime  structure  itself  periodically  change  to  reflec't 
evol\  ing  Soviet  force  st,ruc:t,ure  -  but  not  enovigh  to  raise  doubt 
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in  the  minds  of  enemy  concerning  its  wartime  appearance.  For 
example,  many  Viestern  observers  believe  the  19  division-  and  five 
armv -Group  of  Sc^viet  Foi-cn^s,  G^'rman^  ( GSFG )  woiild  produce  a 
single  wartime  front  (figure  1).  Study  of  past  Soviet  mask i rovka 
practic^es  indicates  that  su(;h  a  force,  with  resubordination  of 
units  on  a  more  rational  geog  raph  i  c.al  and  functional  basis  and 
with  minimal  re  i  n  f  orce;ment  ,  could  actually  form  two  f  ronts  of  at 
least  three  armies  each  (four  armies  each  if  some  Warsaw  Pact 
allies  are  added)  (figure  2).  With  more  extensiv^e  use  of 
existing  pre-pos  i  t  i  oned  equipment,  and  imaginative  pre-hostility 
re  i  n  f  fi  rcemen  t ,  this  two  f  ront  force  could  add  significant 
strength.  In  either  case  the  Sov'iets  would  be  far  better  able  to 
achit've  requisite  force  superiorities,  in  particulai-  for  an 
attack  after  more  limited  preparation  time,  against  a  less  well 
prepared  enemy  coal  it,  ion. 

Thus,  the  changing  nature  of  war  has  forced  the  Soviets  to 
combine  new  mask i rovka  techniques  at  the  strategic  level  with 
t  ime-test-ed  experiences  that  iiave  not  lost  their  current 
appl i cabi 1 i tv . 

Gertainly  modern  technology  has  had  an  impact  on  det:epti)n 
on  lower  levels  as  well.  To  the  traditional  means  of  mask i rovka 
such  as  masking,  camouflage,  radio  deception,  feints, 
demons  t.  ra  t  i  ons  ,  and  disinformation,  havf^  l)een  added  the  more 
technical  means  of  opt  ir'al  ,  rad  i  o- t  echn  i  ca  1  ,  sound,  hydro- 
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acoustic,  and  radio  deception  measures — each  with  a  well-defined 
function  and  role  in  the  overall  deception  of  the  enemy. 

All  of  these  mask i rovka  means,  and  others,  vary  with  the 
nature  and  conditions  of  tlie  area  of  operations  and  are 
interdependent.  Above  all,  the  means  must  be  suited  to  the  end. 
What  is  undisputed  is  the  importance  of  these  measures  in 
contemporary  combat,  for  "in  contemporary  conditions  the  huge 
destructive  power  of  weaponry  so  increases  the  importance  of 
surprise  in  armed  struggle  that  its  achievement  can  not  only 
secure  successful  resolution  of  assigned  missions,  but  in  certain 
conditions  can  also  decide  the  outcome  of  the  operat i on . " i ^ 

Throughout  the  Soviet  military  experience  there  has  been  a 
basic  continuity  in  treatment  of  military  surprise  and 
mask i rovka .  Certainly  Soviet  intent  to  use  mask  1 rovka  to  achieve 
surprise  has  remained  a  constant.  Lenin’s  remonstrances  that, 

"in  warfare  one  does  not  inform  the  foe  when  an  attack  will 
occur,"  and,  "one  must  try  to  <,'atch  the  enemy  unaware  and  seize 
the  moment  when  his  troops  are  scattered,"  seem  to  epitomize 
Soviet  concerns  for  mask i rovka . The  Soviets  have  long 
understood  the  inter-relationship  of  political  (peacetime)  and 
wartime  deception,  an  understanding  only  heightened  by  recent 
studies  of  the  initial  period  of  war. 

Sfjviet  study  and  conduct  of  mask  i  rovka  have  been 
characterized  by  emphasis  of  practical  measures,  and  much  of 
their  experience  has  focused  on  determining  what  can 
realistically  be  achieved  in  war  by  mask i rovka ,  rather  than  what 
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might  be  ac;hieved  as  the  ideal.  Study  goes  on  today  with 
iric.-reased  intensity,  driven  by  the  firm  belief  that  "the  role  and 
impoi’tance  of  operational  mask i  rovka  measures  in  contemporary 
conditions  have  grown  considerably."  Consequently  "the  problem 
has  an  e\(-ept  i ona  1 1  y  great  practical  significance,  and  its  future 
tdieo  t  i  ca  1  elaboration  is  one  of  the  actual  missions  of  Soviet 
mililary  sciencf?."*^ 
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